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.NET 5 Secure Programming 
 
Course Summary 
 
Description 
 
Learn how to secure .NET applications and protect against the most common cyberattacks. 
 
You will explore important security concepts and ideas in class, such as STRIDE, defense in depth, and the 
security development life cycle. This includes learning the vocabulary associated with cybersecurity.  You will 
graduate with the ability to talk security with any security professional.   
 
We will explore securing application across the technology stack, such as a desktop, web application, web 
service applications, or Windows Services.  Attendees will be able to immediately apply the knowledge gained in 
class to securing real world applications. 
 
Common security vulnerabilities and cyberattacks are explored throughout the course.  This includes injection 
attacks, overflow attacks, identity theft, and many more.  You will learn how to implement solutions using C#. 
 
Protecting user identity, authentication and authorization are keys to securing an application.  Learn various 
authentication strategies, such as token authentication.  
 
The course is taught from the adversarial perspective.  Knowing your enemy is probably the most effective tool 
towards creating a secure application. 
 
The course reinforces security best practices and principles with hands-on exercises and labs. 
 
Objectives 
 
You will understand after completing class: 

• Learn the .NET architecture with an emphasis on security 

• Learn how to authenticate and authorize users 

• Learn how to apply claims during authentication 

• Learn the benefits of OWASP  

• Learn the intricacies of middleware and dependency injection 

• Learn the various components of cryptography 

• Learn how to protect Windows Services 

• Learn about Windows Hello and the Trust Platform Module (TPM) 
 

Topics 
 

• Basics 

• Claims 

• OWASP 

• Middleware 

• OWASP - 2 

• Cryptography 

• Windows Service Hardening 

• Windows Hello 

• TLS/SSL 

  
Audience and Prerequisites 
 
The audience for this course is developers with a minimum of three months .NET experience. 
 
Duration 
 
Three days
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.NET 5 Secure Programming 

Course Outline 

I. Basics 
Learn the details of the .NET architecture with an 
emphasis on security.  This module also reviews 
important security terminology and concepts.   
You will also learn how to talk security.   

A. .NET Architecture 
B. Security terminology 
C. Key security concepts 
D. .NET CLI 
E. Kestrel 

 
II. Claims 
Learn how to authenticate and authorize users 
within the claims model.  You will learn how to 
apply claims to a user’s identity. This includes 
establishing default claims, assigning claims to 
roles, and more. Learn to apply claims 
authorization both imperatively and declaratively.  

A. Overview 
B. Claim, ClaimsIdentity, and 

ClaimsPrincipal 
C. Authorize 
D. Policies 
E. Declarative 

 
III. OWASP 
Learn about the OWASP community and 
website. The focus is the traditional OWASP Top 
Ten list of cyberattacks. You will learn how to 
mitigate these common attacks.    
 
This is the first of two modules on OWASP. 

A. Injection 
B. Cross-site scripting (XSS) 
C. Broken authentication 
D. Insecure direct object reference 
E. Cross-site forgery (CSRF) 

  
IV. Middleware 
Learn about middleware and how dependency 
injection is implemented within C#. Dependency 
injection can be used to configure security 
features. You will learn to configure the security 
environment using the pipeline pattern. 

A. Pipeline concepts 
B. Pipeline implementation 
C. Branching 
D. Customization 

 
V. OWASP - 2 

Learn more about OWASP. This is the second 
module on OWASP. This module details 
additional cyberattacks and mitigation for the 
remainder of the OWASP Top Ten list. 

A. Security misconfiguration 
B. Cryptography 
C. Failure to restrict URL access 
D. Insufficient transport layer protection 
E. Unvalidated redirects and forwards 

 
VI. Cryptography 
Learn various aspects of cryptography and 
implementing the CIA Triad.    This module 
focuses on the pillars of cryptography: hashing, 
authentication, and digital signatures. You will 
investigate various cryptographic algorithms, 
how to generate crypto keys, and attributes. 

A. Cryptographic concepts 
B. Hashing 
C. Encrypting 
D. Signatures 
E. Key exchange  
F. Data Protection APIs 

 
VII. Windows Service Hardening 
Learn the various protections and features within 
Windows Service Hardening (WSH). Windows 
Services are daemon processes that run in the 
Windows environment and present unique 
security challenges. You will learn how to create 
and deploy secure Windows Services. 

A. DLL Injection 
B. Insecure permissions 
C. Per service SID 
D. Least privileges 
E. Write Restricted Tokens 

 
VIII. Windows Hello 
Learn how to implement Windows Hello. 
Windows Hello is a built-in feature of modern 
Windows operating systems that leverages a 
Trusted Platform Module (TPM) for secure 
transfer of data and communication. You will 
master creating secure client and server 
applications using Windows Hello. 

A. Windows Hello model 
B. Multifactor authentication 
C. TPM 
D. Managing users 
E. Challenge 
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.NET 5 Secure Programming 
 
Course Summary 
 
 

IX. TLS/SSL 
Learn how to secure network communication 
over the TCP protocol. From the client and 
server perspective, you will understand how to 
implement a secure transport and perform the 
necessary handshake and negotiation. 

A. TCP Principals 
B. TLS versus SSL 
C. Configuring TLS 
D. TCP/SSL   

 
X. Certificates 
Learn to use X.509 certificates. Gain an 
understanding of how to use X.509 certifications 
with network communication. We will explore the 
many attributes of the X.509 certificate, such as 
the Subject, Issuer, and Valid To fields. 
Importantly, learn how manage X.509 
certificates, including generating self-signed 
certificates. 

A. Certificate overview 
B. Generating certificates 
C. Configuring 
D. TCP/TLS 
E. HTTPS 
F. HSTS 

 
XI. Identity 
Learn how to authentic users with the Identity 
framework. You will gain knowledge of the Entity 
Framework (EF) as the default repository for 
identity data. We will also explore scaffolding as 
an important configuration tool used to establish 
the proper schema. 

A. Understanding the Identity model 
B. Managing data repository 
C. Exploring scaffolding 
D. Customization 

 
 
XII. Token Authentication 
Learn how to secure web services using token 
authentication. Explore the ingredients of the 
JSON Web Token (JWT). Gain knowledge of the 
token authentication model. You will also learn 
how to associate claims with JWT tokens. 
Finally, learn to test token authentication using 
the Postman tool.  

A. JWT Model 
B. Token structure 
C. Examining token 
D. Implementation 
E. Testing tokens 


