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Phishing Investigation (PI) 
 
Course Summary 
 
Description 
 

This class teaches new security analysts the basics of responding to phishing attempts. Students will 
start with a primer in command-line basics and network flow concepts, then learn how to reconstruct 
the path taken by emails, how to analyze email headers for security issues, how to generate 
indicators of compromise from suspicious emails, and what the effects can be from a successful 
phish on systems and networks. 
 
Audience 
 

This course is intended for new security analysts. 

 
Prerequisites 
 

None 

 

Duration 
 
Three days 


