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Go Security Programming 
 

Course Summary 
 
Description 
 
Learn how to develop secure applications in Go. 
 
The Go Security Programming class provides both the contextual and technical details necessary to 
design and code secure applications and systems. 
 
The CIA Triad is an essential concept in cybersecurity and describes the pillars of any secure application: 
confidentiality, integrity, and availability.  In this class, you will learn how to implement the CIA Triad. 
 
Because of the internet, applications are becoming more interconnected across corporate and personal 
boundaries.  This creates a massive opportunity for exploitation and breaches of security.  You will learn 
techniques from securing network communication, such as cryptography and token authentication. 
 
The course presents secure coding techniques, such as randomization with entropy, not accepting raw 
input, canonization, and more. 
 
During class, you will review common vulnerabilities, attacks, and mitigation.  Injection attacks, buffer 
overflow, cross-site scripting, DLL preloading attack, and other attacks, are presented to provide students 
practical security experience. 
 
Cryptography is a consistent topic throughout the class: hashing to assure integrity and encryption to 
provide secrecy.  Various crypto algorithms are introduced, such as SHA-2 and AES, and scenario where 
they are applied. The final module is about token authentication.  Token authentication is effective for 
network security in a stateless environment.  Go has JSON web tokens (JWT) for token authentication.  
You will develop a web service using JWT in a walkthrough. 
 
Objectives 
At the end of this course, students will be able to:  

• Learn to encode raw user input 

• Learn common vulnerabilities and potential mitigation strategies 

• Learn about entropy and random numbers 

• Learn how to create hashes to prevent tampering 

• Learn about encryption and decryption 

• Learn about JWT and web services 

• Learn how to apply X.509 certificates to networking 
 
Topics 
 

• Secure code 

• Cryptography 

• X.509 Certificates 

• Extra Security 

• Token authentication 

 
Audience & Prerequisites 
 
The audience for this course is software engineers and developers with 3 to 6 months’ Go experience.   
 
Duration 
 
Two days 
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Go Security Programming 
 
Course Outline 
 
 
I. Secure code 
Learn secure coding techniques, such as 
canonization.  This module also introduces 
several vulnerabilities and attacks.  

A. Random numbers for cybersecurity 
B. Filtering raw input with encoding 
C. Canonization 
D. Injection attacks 
E. Modules  

 
II. Cryptography 
Learn how to apply cryptography to prevent 
tampering and disclosure of confidential 
information. 
 
Cryptography is the science of keeping secrets 
and is an ingredient of many security features 
such as SSL, X.509 certificates, and root of trust. 
Cryptography has its own terminology, which you 
will learn in class. 

A. Crypto concepts 
B. Crypto algorithms (SHA-256, SHA-3, …) 
C. Hashing 
D. Encryption 
E. Implementation 
F. Hashing 
G. Encryption 
H. Digital signatures 

 
III. X.509 Certificates 
Learn how to manage X.509 certificates and 
create secure communication.  X.509 certificates 
are the primary implementation of Public Key 
Infrastructure (PKI).  Go supports both regular 
and self-signed certificates.   

A. What is a certificate? 
B. Certificate fields 
C. Creating certificates programmatically 
D. Self-signed certificates 
E. Managing X.509 certificates in Go 
F. TCP/TLS 

 
IV. Extra Security 
Learn several miscellaneous security features 
found in Go. 

A. Elliptic Curve Cryptography (ECC) 
B. Galois/Counter mode (GCM) 
C. Password Security 
D. Bcrypt 

 
V. Token authentication 
Token authentication is ideal for securing 
stateless network communication, such as web 
services.  The jwt-go package is an 
implementation of token authentication using 
JSON web tokens (JWT). 

A. Review the JWT process 
B. Deciphering tokens 
C. Walkthrough 
D. Testing JWT with Postman 


